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Abstract

In the last years, the use of robots as support for example in assembly tasks has gained increasing popularity.
Unlike traditional industrial robots which worked in a separate environment, such collaborative robots,
also called cobots, often work simultaneously with the human worker in a shared workspace. That is why
cobots have to fulfill high safety requirements and especially have to implement mechanisms to avoid
collisions with the human worker. This is usually done by replanning the trajectory around the human
worker or stopping the robot. However, there are applications where collisions mainly appear if the user
shows unexpected behavior. Then it can be sufficient to first iteratively decrease the velocity of the robot for
the duration of such anomalies and then increase the velocity again. This approach is more efficient than
an immediate stop without having to replan the whole trajectory and might also minimize the stress level
of the human worker during the interaction with the robot. This thesis aims to develop such an anomaly
detection algorithm for a virtual reality training with a limited amount of training data. The proposed
method consists of two levels: the first one is based on continuous action recognition and should recognize
if the user fulfills the correct task, and the second one utilizes the conformal anomaly detection framework
which should detect if the human behavior is anomalous compared to the training data for that task. We
were able to apply Gaussian mixture models to the action recognition with an accuracy of 67.72%, which is
19 percentage points weaker than in the reference paper. So the proposed methods for action recognition
should still be improved before they can be used in real applications. Our method for anomaly detection
can work with a low false alarm rate while still detecting anomalies sufficiently.




Zusammenfassung

In den letzten Jahren hat der Einsatz von Robotern zur Unterstiitzung z. B. bei Montageaufgaben zuneh-
mend an Popularitdt gewonnen. Im Gegensatz zu traditionellen Industrierobotern, die in einer separaten
Umgebung arbeiten, arbeiten solche kollaborativen Roboter, auch Cobots genannt, oft gleichzeitig mit dem
menschlichen Arbeiter in einem gemeinsamen Arbeitsbereich. Aus diesem Grund miissen Cobots hohe
Sicherheitsanforderungen erfiillen und insbesondere Mechanismen zur Vermeidung von Kollisionen mit
dem Menschlichen. Dies geschieht in der Regel durch Umplanung der Trajektorie um den Menschen oder
das Anhalten des Roboters. Es gibt jedoch Anwendungen, bei denen Kollisionen vor allem dann auftreten,
wenn der Benutzer ein unerwartetes Verhalten zeigt. In solchen Fillen kann es ausreichen, zunéchst die
Geschwindigkeit des Roboters fiir die Dauer der Anomalie iterativ zu verringern und sie dann wieder zu
erhohen. Dieser Ansatz ist effizienter als ein sofortiger Stopp, ohne dass eine neue Trajektorie berechnet
werden muss, und kann auch den Stresspegel des der Menschen wahrend der Arbeit mit dem Roboter
verringern. Ziel dieser Arbeit ist die Entwicklung eines solchen Algorithmus zur Erkennung von Anomalien
fiir eine Virtual-Reality-Schulung, der mit einer begrenzten Menge an Trainingsdaten funktioniert. Die
vorgestellte Methode besteht aus zwei Stufen: Die erste basiert auf einer kontinuierlichen Handlungs-
erkennung und soll erkennen, ob der Benutzer die richtige Aufgabe ausfiihrt, und die zweite nutzt das
Conformal Anomaly Detection Framework, um zu erkennen, ob das menschliche Verhalten im Vergleich
zu den Trainingsdaten fiir diese Aufgabe anomal ist. Wir konnten mit Gauf3sche Mischungsmodellen eine
Genauigkeit von 67.72%, was 19 Prozentpunkte unter dem Referenzwert liegt. Die Methode zur kontinu-
ierlichen Handlungserkennung sollte also noch verbessert werden, bevor sie in der echten Anwendung
benutzt werden kann. Unsere Methode zur Anomalieerkennung ist in der Lage, mit einer niedrigen Rate
an Falschalarmen zu arbeiten, wihrend immer noch genug Anomalien erkannt werden.
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1. Introduction

1.1. Motivation

In many traditional applications with industrial robots, the robot works on its task in a workspace that is
separated from the human worker. Nowadays there are many other types of interactions between human
workers and robots as shown in figure 1.1. Especially such applications that take place in a workspace that
is shared between the human worker and the robot and that require collaboration between those gained
increasing popularity over the last few years [24]. Robots that work in a collaborative setting are also
called cobots. Such cobots can for example be used to assist in training scenarios. In such environments, the
robot often must be able to hand over tools or give haptic feedback to the human. However, there are some
additional aspects compared to applications with traditional robots: to allow for effective collaboration
while minimizing the stress for the human worker, the robot should not only complete its task but also
behave predictably and safely so that the human will neither get in dangerous situations nor be unsettled
about the movements of the robot [8]. We assume that this is especially important when working in a virtual
reality environment, where the human cannot see the robot and thus is not able to react to potentially
dangerous movements of the robot. In the first place, collisions must be avoided for safe collaboration.
For that, in earlier applications, the robots were provided with simple algorithms that stop the robot if a
collision or potentially dangerous situation is detected. The problem here is that this is not a very efficient
way since the robot has to wait until the threat is over before it can safely continue its movement. Nowadays,
there exist many algorithms for trajectory replanning where the robot just follows an alternative route
that avoids obstacles, such as STOMP [12]. However, another goal is that the human worker should not
feel unsafe when working with the robot. This goal can not only be achieved by replanning the robot
trajectory to avoid collisions but also by adapting the velocity of the trajectory in situations where the
user is distracted and thus behaves differently than expected. In our given training scenario, collisions
mainly appear in cases, where the tasks and their sequence are predefined and the actual human behavior
differs from the expected behavior. Such behavior in these scenarios might arise for example if the user is
not familiar with the training, if bugs arise during runtime or if a second person distracts the user during
the execution of the training. On one abstraction level higher, this means that collisions only appear if
the human action differs from the expected action or if the executed action is correct, but the human
trajectory is still anomalous in contrast to the expected trajectory for this behavior. Here no replanning for
collision avoidance is needed, but the acceptance towards the robot helper might be increased and the
stress-level minimized by adapting the velocity in anomalous situations. Furthermore, such an approach
could potentially be used together with replanning algorithms for collision avoidance, so that the new
trajectory is executed with a slower velocity. The goal of this thesis is to develop an approach for anomaly
detection in human trajectories as well as the evaluation of this approach in a given training scenario.
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Figure 1.1.: lllustration of interaction levels’

1.2. Problem Statement

Given a virtual reality training, the robot should monitor the motion of the human and be able to detect
unexpected behavior. This means that there is a sequence of predefined tasks given, which are located in a
shared workspace in which a user and a robot have to solve a task together. One important requirement is
that this problem needs to be solved in real time so that the robot can adapt its speed to avoid collisions
with the user. Furthermore, the robot should return to its original speed as soon as the human behaves as
expected. This approach will then be evaluated in a training scenario, where a gripper station should be
maintained. In this case, the task of the robot is to increase the immersion and effectiveness of the training
by simulating haptic feedback for the screws and pins of the gripper station. For this, we use a Sawyer
cobot?, which uses a robot arm with seven degrees of freedom (figure 1.2).

1.3. Content Structure

In chapter two, the necessary foundations and important related work are introduced. Chapter three is
about the approach for solving this problem and first gives a brief overview about the approach before

Thttps://ec.europa.eu/research/participants/documents/downloadPublic/
K2dwcTZMLONVQVAmTzBUaGpNajRPQkNvWmM1YcHIZNGNtZIV2cnArOEhSSHY2NWexSFkzRXhnPTO=/attachment/
VFEyQTQ4M3ptUWR3MTVyME1TQzAwbmh4WG00dmxJM3k=

Zhttps://www.rethinkrobotics.com/de/sawyer

*https://www.rethinkrobotics.com/de/sawyer




Figure 1.2.: Sawyer cobot®

diving deeper into the single components. Chapter four deals with the experimental setup and evaluation
of the approach and its sub-problems in the simulation and the real world. In chapter five, the results are
discussed and ideas for possible future work are given.




2. Foundations and Related Work

The approach we are going to investigate in this thesis combines two components: recognition of human
action and anomaly detection. For the first topic, we are specifically interested in methods for continuous
human action recognition and its main challenges, since we need to predict human actions using the
continuous input of the camera. However, since our goal is to detect anomalies we will discuss some basics
of anomaly detection after that, followed by methods for anomaly detection specifically for trajectories.

2.1. Working with Collaborative Robots

Before collaborative robots (cobots) became popular, traditional industrial robotic systems were used to
perform tasks with high payload and high repeatability [24]. However, the required peripheral safety
equipment and thus the increased costs together with lower flexibility made these robots less attractive
for smaller enterprises [24]. Furthermore, some tasks are too complex and have too high requirements
for flexibility to be solved by an industrial robot [24]. In such cases, cobots can be a suitable solution as
they are much cheaper, can be used in a variety of tasks, and can also be easily reprogrammed without
dedicated experts. The main difference between cobots and traditional robots used in industry is that
cobots, due to their desired ability to collaborate with human beings, should be equipped with e.g. different
sensors and force limits to be able to ensure performant and safe collaboration[24][25]. On the other
hand, unlike traditional industrial robots, cobots and humans work in a shared space, where a shared
space is defined as the intersection of the human- and the robot workspace. This also implies the need
for higher safety requirements, which depend on the collaboration level between the human worker
and the robot. According to literature, there are three different levels of collaboration in shared spaces:
Coexistence, where the robot and the human worker do not share any goals, cooperation, where they work
together towards a shared goal, and collaboration, where they work simultaneously on a shared object
[1]. Collaboration comes with the highest requirements for safety, as the human worker and the robot
can only maintain a small distance while working on their task. There are several different strategies to
ensure safe collaboration for the specific tasks [25] According to UNI EN ISO 10218-2:2011 standard,
there are four classes of safety requirements for cobots: safety-rated monitored stop, hand-guiding, speed-
and separation monitoring, and power and force limiting. However, not only safety requirements should be
taken into consideration when working with cobots, but also modularity [1]. This means that it should be
easy to adapt a cobot and its task to a different environment.




2.2. Continuous Human Action Recognition

In continuous human action recognition, the goal is to assign action labels to a time-series, where one
snapshot represents the human posture at that time. A special challenge here is that one time-series can
contain multiple different actions. In our case, we want to use Gaussian mixture models to solve this task.

2.2.1. Dynamic Time Warping

In contrast to many other standard classification tasks, one main challenge in the classification of time
series is that these time series often have different lengths. Thus, to improve the performance of classifiers
for time series, one can use dynamic time warping as preprocessing step to align two trajectories in time
[38]. Dynamic time warping is a method that was originally designed to find and compare patterns in
time-dependent data [28] and was first used in speech recognition [3] and other areas such as gesture
recognition, computer vision or chemical engineering [35].

Algorithm

Dynamic time warping can be used to map one trajectory to a reference trajectory so that the mapped
trajectory has the same length as the reference trajectory. This is done in a way that aligns similar patterns
and minimizes the distance between both trajectories. Tomasi et al. [38] also used DTW for preprocessing.
For that they first defined a warping path F':

which maps one sample trajectory and a reference trajectory to a common time axis of length K. The
indices of both trajectories for the k-th position on the common time axis are given by the k-th element of
F. The goal of the warping algorithm is to find a warping path that ensures the minimal distance between
r and s:

_ Y drs[m(k), n(k)Jw (k)
>y w(k)

where d,;[m(k),n(k)] can be any dissimilarity measure between r[n(k)] and s[m(k)] and w(k) contains
weights.

argminpD(F)

2.2.2. Gaussian Mixture Models

GMMs are a common method for generative machine learning models. First, we will cover the fundamentals
of GMMs and then discuss, how they can be used to predict human actions [22].




Fundamentals of GMMs

A Gaussian mixture model consists of k gaussian distributions, where each one has a mean ;1; and covariances
>_j» which are weighted by mixing proportions ;, which must be positive and sum up to one. Let N
be a Gaussian distribution and D the number of dimensions. Then the probability for a sample z to be
generated by a multivariate Gaussian distribution N is given by:

Naln, 3) = Wem—;(z — WS (@ — )

This is also referred to as Gaussian density function. Then the probability that a sample x is generated by a
Gaussian mixture model is defined by:

p(l’|ﬂ1,...,/Lk,Sl,...,Sk,ﬂ'l,..., Zﬂ-] x‘u]’

Expectation Maximization

A popular approach for fitting the GMM parameters is the expectation maximization algorithm. It consists
of two steps:

1. Expectation-Step: The probability r;. for each datapoint x; to belong to cluster c is calculated. This is
done as follows:

7Tc]\](m’i | He, 2]c)

2.1)
Eleﬂ'kN(wi | iy k)

Tic =

2. Maximization-Step: For each cluster ¢, the weight m,. is calculated and 7., u. and . are updated
according to the following formulars:

me = 2iTic (2.2)

T, = ¢ (2.3)
m

Be = inricﬁci (2.4)
1

3. = Ezirzc( Nc) ( i_llfc) (2.5)

(2.6)

These steps are repeated until the log-likelihood given by
Inp(X |, p, %) = Sy In(SmymiN (@i | gk, B)) 2.7)

converges.




GMMs for Action Recognition

As already done by Jim Mainprice et al. [22] and also Sylvain Calinon et al. [4], in order to apply GMMs to
human action recognition in general we need to train one GMM for each action and then choose the action
for which the respective GMM returns the highest log-likelihood. The GMMs are trained on the single
poses of each action. However, for the classification, we want to consider not only the current pose but also
the history of all previous poses. For that we sum up the log-likelihoods for each pose:

T

In(p(€|Cm)) = > In(p(&|Cim)))

t

Prateek et al. [36] proposed another method to use GMMs also for continuous action recognition. They
chose time domain features that are extracted from the input data within a window of one second to train
and test the GMM.

2.3. Anomaly Detection

An anomaly can intuitively be defined as “patterns in data that do not conform to expected behavior”[5].
Anomaly detection is closely related to outlier detection and pattern recognition. It is often used for the
detection of anomalous events, for example in intrusion detection or different scenarios in healthcare such
as fall detection. In the following sections, we will first go over some foundations and the taxonomy for
anomaly detection problems. For our case, we are interested in the specific problem of sequential anomaly
detection in trajectories. In the second part, we discuss the CAD framework and some concrete methods to
solve this problem.

2.3.1. Foundations of Anomaly Detection

Anomaly detection describes the task of detecting patterns in the dataset, that differ from the expected
normal behavior. In his article, Varun Chandola [5] summarizes the main considerations and challenges of
anomaly detection. Anomalies can be detected in three types of datasets: sequence data, spatial data, and
graph data. For this work, we will focus on sequence data, since this includes time series data. Furthermore,
there are different types of anomalies. Point anomalies refer to an individual anomalous sample point,
while collective anomalies refer to a set of neighboring anomalous sample points. Both types can be
globally anomalous, independent from their context, or only in a certain context. To be able to choose
an appropriate anomaly detection technique, one has to be aware of if and how the training dataset is
labeled. Datasets that are labeled supervised contain normal classes as well as anomaly classes. One
main problem with these types of data labels is that there are usually way more samples with normal
classes than anomalous classes which leads to imbalanced distributions. With labels for semi-supervised
anomaly detection, these problems can be avoided since they only contain training data of the normal
classes. Unsupervised datasets do not contain any separate training data at all. However, such datasets
should only be used if there are way more normal instances than anomalous, otherwise, they will lead to a
high false alarm rate. The output of anomaly detection can either be a label (normal or anomalous) or a
score for each sample that represents how anomalous it is.




2.3.2. Conformal Prediction

In conformal prediction (CP), we are not only interested in the prediction, but also in how certain we are
that the prediction equals the true label. The relevant foundations were summarized in [19]. In terms
of machine learning, it is a technique where the algorithms do not return a predicted label, but a set of
labels for which the confidence for that label exceeds a certain threshold. That means that each possible
output label y € Y for a feature vector « is referred to as a hypothesis. Then the corresponding p-values p,
are calculated for each label. To calculate the p-value, the concept of nonconformity measures must be
introduced: The NCM « can be considered as the output of a function A(B, (X, y)) which returns a score
that measures how different an example (z,y) is from a set of examples B. An NCM can for instance be
based on the k-nearest neighbors algorithm [39], random forests[7] or the output neural networks[32].
For the latter one we can use the following definition:

7 7
o = maxj:l,...c:j;éuoj — Ou (28)

where 03'» is the output of the neural network for label j of the i-th example. In cases where the distributions
for the different classes might overlap, the following NCM is useful[15]:

k
; = Z d; (2.9)
j=1

where dl‘.; describes the j — th shortest distance between example z; to the other examples within the same
class. By calculating «; for each training example (z;, y;), the p — value for a new example z;,1 can be
obtained by:

_ ‘{j =1,..,0l+1: o > al+1}|

2.10
Y I+1 (2.10)

Given a significance level ¢, a label y is then added to the prediction set if p, > e. The prediction set I'j
for example z;,; with significance level ¢ is then defined as follows:

I'=y:yeY,p,>¢ (2.11D)

An important assumption that CP makes is that the dataset is independent and identically distributed.
Given this assumption, 1 — € can be interpreted as the probability that the prediction set contains the true
label.

2.3.3. Conformal Anomaly Detection

Conformal anomaly detection (CAD) is built on the principles of conformal prediction [39]. Just as in CP,
we need an NCM and a parameter e.
_ Hi=1,...,n:a; > a;}|

Di — (2.12)
n

A label y is then added to the prediction set, if p, > .




Data: NCM A, anomaly threshold ¢, training set (z1, ..., 2;) and test example z;;
Result: Indicator variable Anomj_

fori: <+ 1tol+1do

L a; < A({z1, ., 2101\ 20, 20);

A li=1,.., 4+ 1:6 > 4]
Pri1 < I+1 : ?

if i)l+1 < € then

‘ Anomj_ | < 1;
else

L Anomi , + 0;

Algorithm 1: CAD [16]

However, for increasing training set size, CAD becomes computationally inefficient, since, for each incoming
test example, it calculates the nonconformity score for each training example again. The inductive
conformal anomaly detector (ICAD)[16] is an implementation of CAD, which utilizes principles of ICP:
precomputed nonconformity scores of previous examples are used to calculate the p-value for a new
example. Furthermore, the training examples are split into a training set (z1, ..., z,,,) and a calibration set
(#Zm+1, ---, 21). The nonconformity scores are then precomputed for each example in the calibration set. The
nonconformity score for a new example is calculated via the training set, while the p-value is calculated
using the calibration set.

Data: NCM A, anomaly threshold ¢, training set (z1, ..., 2, ), pre-computed nonconfirmity scores
(m+1,-.-q) and test example z;
Result: Indicator variable Anomj
111 < A({z1, 05 2m}s 2041);

R li=mA1,... 4+ 16 >0 4]
Pr+1 < I=m >

if p;,1 < e then

‘ Anomj_ | < 1;
else

L Anomj_; < 0;

Algorithm 2: ICAD [16]

2.4. Related Work

In this section, we will cover related work about human action recognition and anomaly detection. An
important factor for both methods is that there are many algorithms with a strong performance for problems
that can be solved offline. However, not all of them can be adapted to offline action recognition or anomaly
detection. Hence, some algorithms are specifically designed for such cases. Furthermore, we will cover
some works about safe human-robot collaboration.
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2.4.1. Safe Human Robot Collaboration

To allow for efficient and collision-free replanning for robot motion in human-robot collaboration, many
approaches are based on the prediction of human trajectories. This prediction is then used to replan the
robot trajectory such that a certain cost function is optimized. This cost function is chosen in a way that the
robot still follows an efficient trajectory and also avoids collisions. In many applications, the human worker
performs tasks that are already known beforehand. Given this restriction, the problem can be solved by
using inverse optimal control to learn a cost function out of the given demonstrations for each task [23].
One appropriate solution for this inverse optimal control problem can be obtained by path integral inverse
reinforcement learning [11] since it can deal with data in high-dimensional and continuous state-action
spaces and only assumes local optimality of the demonstrations. In an earlier work, Jim Mainprice et
al.[22] obtained the cost function by first fitting a gaussian mixture model (GMM) [34] to a set of motion
trajectories for each class and then using gaussian mixture regression [37] to predict a trajectory for each
class. Then a swept volume is calculated for each class by moving a human model along these trajectories,
which are then used in the online phase to estimate the likelihood of workspace occupancy for a voxel.
This is done by first obtaining the likelihood for each class for the current partial trajectory using the GMM
and then summing the likelihood for all classes that occupy that voxel. These estimations of workspace
occupancy can then also be used as input for a motion planner. For the iterative replanning step, stochastic
trajectory optimization for motion planning [12] is an often used algorithm, since it does not get stuck
in local minima due to its stochastic property and also the analytical gradient of the cost function does
not need to be known. However, a challenge for the evaluations of such algorithms is the comparison of
trajectories. Dynamic time warping [3] is an often used algorithm for this.

2.4.2. Recognition of Human Action

The goal of human action recognition is to predict an action for a sequence of poses, which represents human
motion. Models such as LSTMs [40] are capable to solve these tasks with high accuracies. Depending
on the nature of the input data, this task can be described as segmented human action recognition or
continuous action recognition [43]. For segmented human action recognition, there is only one action that
is demonstrated in the pose sequence. In continuous action recognition, the action sequences are not
segmented beforehand, thus there might be several different actions in the motion sequence as well as
transitions between them. In general, the task of segmented human action recognition is a bit simpler.
Another factor besides classification accuracy that often needs to be taken into consideration for continuous
action recognition is latency since it is often needed for online tasks. [29] have shown, that the usage of
so-called action points that uniquely identify an action can be used to enhance methods for continuous
human action recognition. First, they introduced the firing hidden Markov model. It is based on two models:
a global model with the actions and their state transitions, and a single-action model for each action, which
is a chain of forward-linked states and the firing states that represent the action points. This architecture
makes it possible to detect actions even if they are executed differently. Second, they used a random forest
classifier to determine action point classes, which correspond to the detected action. In general, especially
for assembly tasks where the sequence of tasks is known, hidden Markov models can be used to model the
different states and transition probabilities to improve human action recognition[21].
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2.4.3. Anomaly Detection in Trajectories

Anomaly detection in trajectories is often needed for analysis of video sequences, e.g. for surveillance tasks.
The first step for solving these anomaly detection tasks in video sequences is tracking the objects in the
video sequence. According to Rikard Laxhammar et al.[18], these approaches for anomaly detection can
usually be split into two types: Clustering-based approaches and non-clustering-based approaches. In
clustering-based approaches, historical trajectories are first clustered, in order to learn cluster models that
represent normal behavior. The clustering can for example be performed on a discrete representation of
the trajectories via fuzzy C means [27] or hierarchical by first clustering the spacial and then the temporal
properties [10]. Incoming trajectories can then be classified as normal or anomalous via the likelihood of the
most probable cluster, which is often done by using bayesian inference. Non-clustering-based approaches
include for example support vector machines [33], time series discords [13] or self organising maps[30].
For the detection of anomalous sub-trajectories, a partition-and-detect approach can be used, where a
database of trajectories is first partitioned and then anomaly detection is performed on these segments
[20]. Most algorithms for anomaly detection in trajectories classify the whole trajectory and assume that
the whole trajectory is known, but especially for cases where anomaly detection is needed in a real-time
scenario, we want to be able to detect anomalies for incomplete trajectories that are updated over time.
Many of the previously mentioned approaches can be adapted to incremental online anomaly detection.
However, Rikard Laxhammar and Goéran Falkmar[18] designed an algorithm called sequential Hausdorff
nearest neighbor conformal anomaly detector (SHNN-CAD), which was specifically designed for online
anomaly detection. It is based on the Conformal Anomaly Detector framework [19] and is parameter-light:
besides the k-parameter for the nearest neighbor approach it only requires the anomaly threshold, which
determines the score a trajectory needs to surpass in order to be detected as an anomaly. Guo et al.[9]
proposed SHNN-CAD+ as an improvement to the standard SHNN-CAD algorithm, which does not need a
predefined anomaly threshold, but adaptively determines it by itself and also uses an improved Hausdorff
distance measure. However, one may not want to label a whole trajectory as normal or anomalous, but
detect anomalous sub-trajectories instead. For such cases, the sliding window local outlier conformal anomaly
detector (SWLO-CAD) [17] and sub-sequence local outlier inductive conformal anomaly detector (SSLO-ICAD)
[16] were introduced. These previously mentioned algorithms work well with trajectories that just represent
positions. For trajectories that need to represent more dimensions like for example velocity, the sequential
multi-factor Hausdorff nearest neighbor inductive conformal anomaly detector[31] was introduced.

2.4.4. Anomaly Detection based on Human Behavior

An important application for anomaly detection in human behavior is for example fall detection. In an
early solution to this problem, Y. Choi used accelerometer- and gyroscope data as an input for the Naive
Bayes Algorithm to predict whether the human performs a normal action, such as walking or standing, or a
fall[6]. However, such problems can also be used by anomaly detection algorithms. In this area, it is often
important that the anomaly detection algorithm can adapt to changing behavioral routines. Salisu Wada
Yahaya et al. [41] solved this problem by overwriting the old data with the new normal data depending
on two forgetting factors based on data aging and data dissimilarity. In another paper by Salisu Wada
Yahaya et al.[42] an intermediary robot was used to retrieve feedback on the detected anomalies and
update the algorithm accordingly. However, not only human motions can be observed to detect anomalies.
For example, Reuben Aronson et al.[2] use the human gaze to detect anomalies for system failures in
human-robot collaboration. This works well since the gaze is highly responsive and also is a strong indicator
for anomalous events.
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3. Approach

3.1. Overview

Experiments in the past have shown that collisions in our example training scenario are most likely to
happen in situations, where the actions of the human differ from the expected behavior. The reason for
this is that the robotic support in such schooling scenarios is already designed in a way, that collisions are
avoided if the human behaves in an intended way. So our first goal is to create a model that can detect
significant deviations between the expected and the actual human behavior. Based on that, if unexpected
behavior is detected, we next need to create a suitable method to adapt the velocity of the robot. This
should happen in a way that the collision is either avoided or if the collision cannot be avoided, it is
weak enough so that no injuries are caused. Furthermore, the robot should return to its original speed as
soon as the human behaves as expected again. The designed approach should not only fulfill the safety
requirements towards HRC sufficiently but also provide high efficiency in terms of speed. As a precondition
for the following approach, we assume that we are in a situation similar to a schooling scenario. This
means it should apply to any situation where collisions should not appear if the human only performs the
intended actions. We want to solve this task by using a hierarchical approach. First, we train a machine
learning model that, given the predefined actions in the schooling scenario, outputs the current action
that the human performs. If the detected action deviates from the set of actions that are expected by the
training, we consider the human action as an anomaly. Otherwise, given that the user performs the correct
action, we perform the actual anomaly detection where we consider the human behavior as anomalous if it
deviates too much from that action. For this, we pick the respective pose set for the respective action and
use an anomaly detection algorithm to iteratively check for anomalies. Here we first introduce an intuitive
method that is directly based on the returned likelihoods of the generative machine learning model, which
will serve as a baseline in the evaluation. In a second method, we apply conformal anomaly detection to
our problem. As discussed in section 2, there are many solutions for similar problems that utilize methods
that require a high amount of training data, for example, LSTMs. The main reason why we are using
more statistical approaches instead of neural networks is that we are limited in terms of training data. For
many tasks, neural networks require a lot more training data than classical statistical solutions. However,
on one hand, recording such a huge amount of training data would not be feasible within the timespan
of this thesis. On the other hand, we want to propose an approach that can easily be applied to other
scenarios with the same prerequisites. This also means that the training data should be collectible within
an acceptable amount of time.
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3.2. Detection of Unexpected Human Behaviour

In this section, we first generalize the schooling scenario and then introduce our anomaly detection
framework. We discuss the requirements for the framework for the environment, how it works and how it
can be customized for alternative environments.

3.2.1. Prerequisites

To be able to formally solve the problem, we first need to describe the context of our problem more abstractly
and define the requirements for the dataset.

Generalization of the Environment

The training consists of a series of predefined tasks which must be solved in a certain order. Each task must
be solved by a corresponding action of the user. That implies that there is an action sequence that the
user has to follow. Let A be the set of all possible actions and a € A a certain action. Then we can denote
N (a) as the set of allowed successor actions. In our case, the length of N(a) equals three for every a € A
since the user is always allowed to continue the current action, wait or progress to the next action. For
each frame, the training outputs the joint positions Pos and orientations Or, each of shape (32, 3), which
represent the joint positions and angles orientations detected by the camera for 32 different joints.

Dataset Requirements and Processing

We define the recorded raw dataset containing the different training runs with all joint positions and
orientations for each timestep as X"*". In order to train models and be able to evaluate them, the dataset
must be labeled manually first. In total we need to extract three different types of data:

1. A dataset where one sample represents all joint values for one action of one recording for the action
recognition

2. A graph-like structure that represents all states and their possible successor states

3. A dataset where one sample represents all joint values for one recording for the evaluation and each
timestep is labeled

The first dataset can be defined as tuple D = (X,Y’), where X contains the segmented data for one action
and Y the corresponding labels. That means that one sample d; € D contains one sample z; € X of shape
(timehorizon, #joints, 6) which contains the 3d positions and orientations in eulerian angles for all joints
for each timestep, and y; € A which corresponds to the action label. This also includes the “anomaly” label
for anomalies.

The transitions for the graph-like structure can be extracted by adding all observed pairs of states and
successor states in the dataset to the structure.

The last dataset results in a tuple D = (X,Y’), where x; € X contains the data of one recording and each
timestep z;; of that recording has an action assigned, which is given by y;, € Y.
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3.2.2. Anomaly Detection Framework

Since our scenario provides task sequences that the user has to follow, anomalies are context-dependent.
So even if the action of the user is not anomalous itself, we still consider it as anomalous if it belongs to
a currently relevant task. This means there are two types of anomalies. First, the action-level anomaly,
where the recognized goal of the user is not contained in the current set of allowed tasks and second
the context-independent anomaly, where the user might execute the correct action, but the action itself
is anomalous. That is why the proposed anomaly detection framework consists of two stages: First task
recognition is executed to perform action-level anomaly detection. If there are no anomalies in this stage,
then the training actions of that goal are used to perform anomaly detection within the action.

In that case, we would assume that there is a way to obtain the current task via the simulation. If this
is not possible, we are not able to perform context-dependent anomaly detection, which is essential for
detecting unexpected behavior in training scenarios, since we also consider a “correct” trajectory at the
wrong time as an anomaly. However, we can still use context-independent anomaly detection to detect
behavior that is anomalous for any action. In this case, we might also want to use a task recognition step
to predict the current task the human is completing and use the corresponding training trajectories for
context-independent anomaly detection. An overview of the framework is shown in figure 3.1.

Action-Level Anomaly Detection

This step is equal to continuous action recognition and consists of two phases: an offline training phase
and an online testing phase. For both phases, we first need to extract the features ® for each sample in
the training- and test set. For the action-level anomaly detection, we are only interested in the normal
actions, so we only use those samples x; € X where y; # anomaly. As mentioned in section 2.2.2 the
feature extraction can either return frequency domain features or time domain features. For frequency
domain features, we simply extract the required joint positions and/ or orientations from the dataset. For
time domain features, we use a window over the time horizon in addition to the required joint positions
and orientations and calculate the mean, variance and root squared mean error for one dimension of the
position or orientation of one joint for each dimension of the required joints. Both methods result in a set
of features ¢, for each training sample x;.

Then in the offline training phase we fit one GMM G, using the features ¢; of each timestep of those
training samples x; where y; = a for each action a € A

anomaly. The fitting is done using expectation maximization. In the online testing phase, we obtain one
update X/ of a trajectory for each timestep and want to assign it to an action label a € A. The required
method here depends on the previously used feature extraction method. If frequency domain features were
used, then we need to sum up the log-likelihoods for all incoming updates as done in Jim Mainprice et al.
[22]. In contrast to the original paper, we need to use a window-based approach here to use this method
for continuous action recognition. This means we define a window W of size n, to which the extracted
frequency domain features of all updates are added until it reaches size n. Before adding a new incoming
update to the window, we first have to pop the oldest element from the window. Let ¢!**¢ be the extracted
feature set for X;**. Then the window for any timestep ¢ >= n has the following form:

_ test test test
Wy = {¢t—n’ t—n+1s = ¥t

15



Previously predicted
action

Store action Retrieve action
| |

action-level anomaly
detection

Features

Return anomaly

/body_tracking_data Feature Extractor fanomaly

Features
Return result of detection

context-independent
anomaly detection

Active/ predicted Trajectories for
step active step

Training
trajectories

Figure 3.1.: Anomaly detection framework

For the classification of one timestep ¢ we evaluate the window W;. Let G,(¢!**!) be the log-likelihood for

update ¢!*** and G,. Then the predicted action for W, is given by:

predy = argmazaca( Y Ga($1)
qﬁéesteWt

On the other hand, if we used time domain features we add the raw data to the window so that it has the
form:

_ raw raw raw
Wt - {Xt—n7 t—n+1s ""Xt }

The features for that window are then calculated in the same way as in the training phase. So we obtain
the feature ¢!°** for every window ;. We then only use this feature for the classification:

predy = argmazaea(Ga(41°))

With that prediction, we can check for anomalies in timestep ¢. Given the current state s of the training,
we query the set of the valid successor states /N (s) and check whether it contains the prediction pred;. If it
contains the prediction we consider the behavior in timestep ¢ as normal and anomalous otherwise..
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Context-Independent Anomaly Detection

For the first method, we use the outputs of the GMMs immediately to predict, whether the current behavior
conforms to any of the possible actions. We can formalize this by using some terms of conformal prediction,
especially the prediction set. The prediction set for the timestep ¢ is then given by all action labels for which
the summed log-likelihoods over window W, for action a takes a value above €. So for frequency domain
features we define P; as:

Pi={acd] Y Gaof™)> e}
d)ﬁeStEWt

It is important to mention that this definition of a prediction set differs from the definition used for
conformal prediction since it does not utilize any nonconformity measures. We only use this term here to
give a better formalization of this method. According to the intuitive definition of anomalies as "patterns
that do not conform to the expected behavior" [5], we consider the behavior in the current timestep as
anomalous if there is no action that can be predicted with sufficiently high certainty, which means that the
prediction set P is empty. Let Anom; be a boolean variable, that shows whether there is an anomaly in
timestep ¢. Then it takes the following values:

1 P =
Anomy; = 1 =10
0 else

The sensitivity of the anomaly detection can be configured via the parameter e. Alternatively, we could
immediately calculate Anom; without the use of prediction sets via:

Anomt = 1 mama(Zd’EEStEWt Ga(d)zzeSt)) S c
0 else

As a second method, we want to apply the CAD framework to our case. In contrast to the first method,
this method does not work window based, but only uses the respective poses directly. Here we first need
to define an anomaly threshold ¢, a training set {z1, ..., 2, } for each action, and an NCM A to calculate
the « values for the training set. We obtain the training set by drawing n samples from the corresponding
GMM. To calculate the NCMs, we use the same method as given in section 2.3.2 by Papadopoulos et al.[32].
The only difference is that instead of the output of a neural network, we use the likelihood returned by

Ga(l):
o = mazj—1,. cjzuGi(91") — Ga(l)
Then we can calculate the p-values for the current action:
‘{j =1,.,0+1: o > Oél+1}’
I+1

Here, we base the anomaly detection on how much the pose of the current timestep differs from other
examples of only that action. So another difference to the first method is, that to execute the anomaly
detection on timestep ¢, we need the predicted action from the current timestep ¢. Now we only calculate
the p-values for that action a;. This leads to the following definition of Anomy:

0
Anom; = Par > €
1 else

DPtest =
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4. Setup and Evaluation

4.1. Setup

There are many different components on which this work is based. In this section, we go over the basics of
the simulation and the hardware that are necessary to understand the implementation and evaluation.

For this work, we are using a Sawyer cobot which has one arm and seven degrees of freedom. To control
the robot, we are using the Intera SDK on ROS Noetic together with Ubuntu 20.04. To obtain information
about the human joint positions and angles, we capture the human motions with an Azure Kinect, which
uses a depth camera and an RGB camera for the recording. The recorded depth- and RGB images are
stored in .mkv files and then processed using the offline processor by Azure !. Since the manufacturer
of the camera recommends more advanced hardware for body tracking, we use a laptop with an Nvidia
GeForce GTX 3060 Laptop GPU, where we installed CUDA to run the body tracking on the GPU. The virtual
reality simulation is implemented in Unity and uses an HTC Vive and two trackers, which are tracked by
two base stations that are oriented towards each other on the corner of the workspace.

4.1.1. Architecture Overview

The training consists of two main components: Unity for the VR simulation and ROS for the communication
with the robot arm. First, the simulation retrieves the robot’s position via the two trackers. One tracker
is placed on the end effector of the robot and the other one is first placed on the head of the robot for
the calibration, and then used for the actual schooling as a wrench. After the robot is calibrated, the
coordinates of the interfaces of the gripper station in the VR simulation are calculated and then published to
the \interface_positions topic. Then the training starts and the first goal for the user is activated and marked
in the simulation. In this training, the robot is needed for the first goal. So the ID of the first interface is
published to the \active_interface topic and the trajectory to the corresponding interface position is planned
and executed by Movelt. It is important to mention that in the meantime the user might complete other
goals where the robot is not needed. During the whole training, the Kinect camera captures the human
movement and publishes the body tracking results to \body tracking data. The body tracking results
contain the detected position and orientation in quaternions of each of the 32 joints. The mapping of the
joints to the human body is shown in figure 4.2. The anomaly detection script uses this data to update the
human trajectory and executes the anomaly detection algorithm for the updated trajectory. The results of
the anomaly detection algorithm are published to the \anomaly topic. The structure is shown in figure 4.1.

Thttps://github.com/microsoft/Azure-Kinect-Samples/tree/master/body-tracking-samples
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Figure 4.1.: Structure diagram: the blue components already existed before and the red components were
added and implemented for this thesis
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4.1.2. Components

As already shown in the overview, the training utilizes some special hardware. In the following, we will
briefly discuss them and explain the software in further detail.

Virtual Reality Training in Unity

In the virtual reality training for which we test this method, the user has to maintain a gripper station. The
whole training consists of seven steps which have to be completed in the following order:

1. loosen the upper screw
loosen the lower screw
remove the gripper station
insert the gripper station

push the pin

AR

adjust the gripper station
7. push the pin again

Between the removal and the insertion of the gripper station, the user has to carry the gripper station to
another position. That means that there is an additional action between these steps which one could call
“move gripper station”. Since, out of these three actions, carrying the gripper station is the part that is most
relevant for anomaly detection, we will just summarize this into a single action “move gripper station”. So
for the rest of this thesis, we will work with the following six steps:

loosen the upper screw
loosen the lower screw
move the gripper station
push the pin

adjust the gripper station

AN A S o S

push the pin again

It is important to mention, that the human can complete step three while the robot is moving. The gripper
station and the different steps are shown in figure 4.3. We also decided to include a wait step for our
anomaly detection method, which can be entered after any other action. The reason for this is that the user
often has to wait until the robot arm reaches its target or needs some time to identify the next objective.
All of these tasks require an interaction with the corresponding object within its bounding box. For the
first two actions, the tracker must be moved within the bounding box of the respective screw and for the
other actions, the user has to use the hand to interact with the objects within their bounding boxes. As
soon as the simulation detects that the user has completed the current task, it marks the next one and,
if needed, publishes the next active interface to \active interface. This is done via the game object “ROS
connector”. To synchronize the position of the robot in the simulation to its real position, the user has to
place the loose tracker at the top of the robot. The other one is fixed at the end-effector of the robot. Unity
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then uses the positions of both trackers to correctly calibrate the position of the robot. The user can then
take the tracker on top of the robot again to run the simulation. Figure 4.4 shows what the simulation
looks like from user perspective.

Figure 4.3.: The gripper station with orange circles around the targets of the different actions and numbers
which display the order in which the interfaces are active.
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Figure 4.4.: Screenshot of the virtual reality training.

VR Headset and Tracker

As VR headset we use a Valve Index (figure 4.5a) with HTC Vive trackers, which communicate to the
training via the SteamVR framework. The headset and the trackers are detected via two base stations in the
corner of the workspace. One of the trackers is located at a wrench which the user needs to complete the
training (figure 4.5c and 4.5d), and the other one is located on the end effector of the robot (figure 4.5b).
However, not only the trackers are important to interact with the simulation, but the hands of the user are
also essential for some actions. To track the position of the hands of the user, a Leap Motion controller is
attached to the VR headset.
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(a) Vale Index with Leap Motion controller at-
tached

(c) HTC Vive tracker with wrench attached -
front

(b) Haptic interface at the end effector of the
robot

(d) HTC Vive tracker with wrench attached -
back

Figure 4.5.: Hardware components

ROS

The robot has to move between the obtained active interface positions, depending on which interface is
currently active. To plan and execute the trajectory, Movelt is used. One restriction towards that trajectory
is that is has to plan a trajectory behind a collision plan, so that the robot does not hit the user. After
reaching the interface position, the robot provides haptic feedback for the task corresponding to the
interface position. This was implemented in a previous master’s thesis by Ben Kirsche [14]. In the context
of our work, we added a subscriber to the \anomaly topic, which contains information about detected
anomalies. Depending on that results, the speed is adapted as explained in section 4.2.2.
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Camera

Figure 4.6.: Azure Kinect

Three main aspects influenced our decision about the camera placement. First, we could observe that in
some scenarios where the robot arm partially covered up the human body, it was recognized as part of
the human joints by the body tracking algorithm. Second, the other option in these scenarios is that the
human was not detected at all. We could observe that this is most likely to happen if parts of the upper
body, especially the head, are hidden. Last but not least, the whole method should be applicable for the
virtual reality training, which means that both trackers should be visible for the base stations all the time.
This leads us to a camera position, where the camera focuses the workspace sideways and slightly at an
angle so that the human is on the left and the robot is on the right side of the picture. Furthermore, the
camera is positioned around two meters high. It should also be noted that, according to Carlos Morato et
al. [26], it would have been beneficial to use more Kinect cameras to achieve more precise body tracking
results. The final camera view as well as the outputs of the infrared-, the depth- and the RGB camera, are
shown in figure 4.7.
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Figure 4.7.: Screenshot of a recording with picture of infrared camera in the upper left, depth camera in
the upper right and rgb camera in the lower left corner

4.2. Detecting and Handling Unexpected Human Behaviour

In this section, we first describe how the training works from a technical point of view. After that, we
explain how our approach proposed in section 3 was implemented and how it is included in the existing
codebase.

4.2.1. Anomaly Detection Implementation

The anomaly detection is implemented as a separate ROS node, which subscribes to the topic \body_tracking data
and publishes to \anomaly. Each time a new message is published to \body tracking data the wrapper
(algorithm 3) for both anomaly types is called. First the function actionLevelAnomalyDetection() evaluates
the Gaussian mixture model for the current pose sequence, checks whether the predicted pose is in the
set of allowed poses, and accordingly returns true for anomalies or false for normal data. If an anomaly
is detected in this step, the anomaly is published and the function terminates. Otherwise the function
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contextIndependentAnomalyDetection(), is called and its result published. This function just calls a CAD
algorithm and returns its result.

Data: body tracking data
ctionLevel Anomaly = actionLevel AnomalyDetection();
if actionLevel Anomaly = true then
‘ publish(true);
else
contextIndependent Anomaly = contextIndependent AnomalyDetection();
L publish(contextIndependent Anomaly);

Algorithm 3: Anomaly Detection Algorithm

For the Gaussian mixture model in the action level anomaly detection, we use scikit learns GMM class.?

4.2.2. Velocity Adaption Implementation

We use the Movelt framework 4 to plan and execute trajectories. In Movelt, a trajectory is represented as
robot trajectory message, which can either contain a joint trajectory or a multi DOF joint trajectory. For our
case, we decided to use joint trajectories, but the other option would be fine as well. In a joint trajectory, a
trajectory is represented as an array of points. A point contains the positions, velocities, and accelerations
for each joint and the time at which this point should be reached in relation to the start time of the trajectory.
Furthermore, the message contains a header with metadata and an array of strings where each element
corresponds to the joint name represented by the respective index. Currently, Movelt itself does not provide
a function to reparametrize a trajectory during execution. This means the reparametrization has to be done
manually. To do this, we replace the current trajectory with a new one by scaling the time, velocities, and
accelerations for each remaining point of the current trajectory while keeping the positions. Furthermore,
we drop all points that the robot has already reached. The rescaling for each attribute by the factor s is
done by the following simple formulas:

told — €TEC

tnew -
S

POSnew = POSold
Unew = Vold * S

2
Apew = Vold * S

where ¢ refers to the time, pos to the position, v to the velocity and « to the acceleration of the arm, and
exec represents the time since the beginning of the execution of the original trajectory and is needed to
make the new trajectory starting at 0 seconds again. The variable s lies in the interval (0, 1) and is, if the
new value matches this interval, increased by 0.1 if the anomaly detection returns 0, and decreased by 0.1 if
it returns 1. By that, the robot will stop if the user behaves unexpectedly for too long, and will not change
its speed at all if the user follows the training correctly. However, problems may occur when replacing
the old trajectory with the reparametrized one, if the current pose of the robot differs by more than 0.01
from the starting point given in the new trajectory. The reason for this is that a trajectory in ROS is not
represented continuously, for example as a curve, but as a discrete set of waypoints. So when replacing

3https://scikit-learn.org/stable/modules/generated/sklearn. mixture.GaussianMixture.html
“*https://moveit.ros.org/
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the trajectories, the actual joint states of the robot might lie exactly between the last joint states of the
old trajectory and the first of the new one, which can cause huge deviations. To avoid this problem, we
implemented the following workaround: While re-parametrizing the trajectory, the robot continues the
execution of the old trajectory. We then remember the time when the first point of the reparametrized
trajectory should be reached according to the original trajectory. Now the algorithm waits until the old
trajectory is executed for that amount of time and then gives the command to execute the new trajectory.
By that, we ensure better continuity and a smaller deviation between the actual joint states and the first
joint states of the new trajectory. This problem might also be solved by setting the granularity of waypoints
sufficiently high, but this requires a lot of memory.

4.3. Evaluation

In this section, we will first discuss how the data was collected, as well as cover some statistics for the
dataset, which is later used for the evaluation. Then we will first evaluate performance of each component
from a technical perspective before evaluating it in the real application.

4.3.1. Dataset

For this work, we want to test our method proposed in section 3 with a special VR training. This also means
that we have to collect our dataset ourselves. In the following, we give some insights into how the data
was collected and which observations we made. Furthermore, we explain how we preprocess the data to
achieve good results.

Dataset Collection

Since our framework requires that the context-independent anomaly detection works with semi-supervised
methods, we need to label our dataset. There are two ways in which the training data can be labeled,
which differ in the step where the segmentation is done. The first option is to segment the steps of the
training beforehand and then record each step on its own. Here the human would come from a resting
pose, perform the action, and return to the resting pose. The second option is to record the training as
a whole and then segment the training steps afterwards. This means that the starting- and end point of
one action depends on the previous and the following step. However, when the training is used for a real
application, the action of the user also highly depends on the previous and the next step. So to retrieve
training data that represents the training for the real application as closely as possible, we segment the
data into single actions after recording the whole training. We assumed that the training data resulting
from 7 recordings should be sufficient. The reason for this is that Jim Mainprice et al. [22] used 7 training
samples for a classification where they also used GMMs to differentiate between seven actions, which is
close to our setting Another advantage of this approach to collecting the data is that the sequence of actions
can be extracted directly from the training data. In total, we recorded 5 training runs with 6 different
persons. By recording the training with several different users, we obtain a higher variance in our dataset
and thus can provide a more realistic evaluation. Before each session with a new person, we explained the
whole procedure of the training with each step in detail, especially when the robot is needed for that step.
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It is important to mention that the collected dataset is quite noisy. The reason for that is that in many cases
either the haptic feedback does not work very well or the calibration is too much off. In detail, this affects
the actions loosen upper screw, loosen lower screw andpush pin. When loosening a screw, sometimes less
than half a rotation is already sufficient to loosen the screw, while in other cases the user rotates the screw
two times before the robot blocks any further rotation. In the latter case, the simulation will not mark the
next target as it is supposed to, since the calibration was so much off that the rotations did not take place
within the collider of the screw. That means the haptic interface in ROS registered the full rotation and
assumes that the screw is completely loosened, while the simulation in Unity did not register any rotation
or just parts of it. The same holds for pushing the pin. Sometimes the robot does not allow the user to push
the pin in as much as the simulation needs it to register the push. In many cases, the user tried to push
the pin with so much weight that the robot gave in, and hence the user stumbled. Furthermore, we could
observe that the trajectory controller sometimes also failed during the execution for unknown reasons.
This was mostly observed for trajectories where the arm went straight to the top. To summarize this, we
could only record a few training runs where the robot provided flawless support. This also means that to
complete the training, the user has to perform actions that should actually be considered as anomalous
if the behavior of the robot was deterministic and thus make the dataset noisy. Also, since we wanted to
record 5 complete training runs with 6 different persons for testing purposes, executing the training until
we reach a total of five on the robot side perfectly working training runs was no option since a perfect
run is rather an exception and thus this would take too much time. Furthermore, it would most likely
lead to bad results for the real application if we only trained the model with human behavior for perfect
examples while the appearance of bug and thus different behavior is actually the normal case. Another
important aspect is that due to incomprehensible robot movement, for example, if the trajectory seemed
unnecessarily complicated and long, the human also reacted with actually anomalous behavior. However,
we could record 6 additional runs in total, where anomalous behavior occurred due to actual anomalous
human behavior on which we want to test our algorithm.

There were also some factors considering human behavior when recording the data that should be
mentioned beforehand. First, many users had problems with hitting the screw at the beginning due to
poor calibration. However, in later recordings, the same users began to touch the haptic interface with
their other hand first, before loosening the screw. Most of the users are right-handed, so they took the
screwdriver with their right hand. For other steps like moving the gripper station, they also took their
left hand in some cases. We could also observe that the user sometimes is not sure about the next step if
the simulation showed unexpected behavior. Hence the users sometimes asked some questions during the
simulation, including some demonstrations. We decided to cut these parts out since this would not happen
if the user would execute the training as expected and thus we want to consider this as an anomaly, which
we do not want to include in our training data.

Furthermore, even though we took many factors into account for the camera placement, the robot arm
still covers the human body sometimes. In this case, the body tracking either could not track the human
reliably or detected the robot arm as part of the human. That means we also had to cut these parts out.
Since in such cases the body tracking algorithm estimates the positions and orientations of the joints, we
cannot generate any statistics about this behavior.

Statistical Dataset Exploration

As already mentioned, the training consists of five different actions plus an additional waiting action.
Figure 4.8 shows the sequence and durations of these actions for ten recordings that were labeled manually.
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We can see that the durations of these actions differ a lot. The waiting action takes the longest time and
appears between the steps loosen lower screw and loosen upper screw, and the steps move gripper station
and push pin. The reason for this is that between these steps, the user has to wait for the robot to reach
the new interface position. As we can see in figure 4.9, there is also a high variance in the duration of the
single actions. In other words, the same action might be completed quickly in one run and takes more time
in another one. This is especially the case for the “wait” action, where the duration completely depends on
the trajectory that was calculated by the trajectory planner. However, in our training, the planner uses the
first valid trajectory that it can find, which can be efficient in some cases, but in other cases, it can lead to
unnecessarily long trajectories. This leads to a high variance in this action.
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Figure 4.8.: Timeline
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Figure 4.9.: Durations of actions

Preprocessing

As already mentioned in section two, one main challenge in the classification of time series is that different
time series are of different lengths. Furthermore, users might complete the same actions with different
velocities. As already shown in the previous section, we can assume that this is also the case for our data,
since we have a high variance in the durations of the actions. Depending on the used classifier, this could
lead to problems. To minimize this effect, we use dynamic time warping (DTW) to align the training
trajectories in time. To do this, we have to select a reference trajectory to which we align all of the other
training trajectories. Figure 4.10 shows the relevant trajectories for the “move gripper station” action
without DTW. We can see that all of these trajectories have a similar shape, but they all have a significantly
different lengths. Figure 4.11 shows the same trajectories, but they were warped to the same trajectory
beforehand. We can see that the trajectories not only have a more similar shape but they are also aligned
in time.
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Figure 4.10.: Trajectories for the “move gripper station” action for all relevant joints and dimensions
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Move Gripper Station

Figure 4.11.: Trajectories for the “move gripper station” action for all relevant joints and dimensions with
DTW

4.3.2. Action Classification

In this section we will evaluate the action recognition on which the anomaly detection is based on. The
success of such classification tasks heavily relies on the choice of features. Thus we will first discuss
from which joint values we want to extract the features and which combination of joint values should be
considered. Then we want to prove that GMMs are capable of representing the different actions in our
dataset, which is done by evaluating the performance of the GMMs on segmented test sets where one test
sample contains exactly one action. Since the actual application requires continuous action recogniton,
we also investigate how well this approach still works, if we use the window based approach proposed
in section 3.2.2 first as a validation with the same test set and then with a test set where the samples
contain a complete recording with multiple different actions. There we also compare the performance of
the algorithms with time domain features to frequency domain features.

Feature Selection

In order to find the best features, we tested different combinations of joint positions of different length
using cross validation among the users. That means we fit the model on the recordings of nine out of
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ten persons and test it on the recordings for person ten. By that we want to achieve that the features
represent the actions in such a way that the classification will work for any person despite the exact anatomy.
Furthermore, we have to exclude some joints from the set of potential features since the camera is not able
to track them reliably. This is the case for all joints below the knees, for all joints that are successors of
the head, as well as as successors of the wrists. Due to promising results in the literature, we tested the
following feature combinations:

1. Pelvis position and pelvis, torso and right wrist orientation: These are the features that were used in
Mainprice et al.[22].

2. Pelvis position and pelvis, torso, right wrist and left wrist orientation: This extends the previous
features with the left wrist orientation, which might be needed in our case since many users also
used the left wrist in the training.

3. Pelvis position and pelvis, torso, right wrist, left wrist and head orientation: This extends the previous
features with the head orientation. This might be useful to detect anomalies, since Aronson et al.[2]
have shown that the human gaze is very sensible towards anomalies.

Mainprice et al. used this combination of position and orientation to be able to reconstruct the full human
posture out of the features without the use of inverse kinematics. As we can see later, these combinations
did not perform very well in our tests. Reasons for this might be that the orientations returned by the body
tracking are not that accurate. That is why we decided to also test feature combinations that use the same
joints as above, but only their positions instead of orientations.

However, there are also some problems with using absolute positions. First, the result might be dependent
on the size of the user and second, for approaches such as GMMs, we are not able to cover temporal
dependencies. As a result, we also calculated the differences between the positions of two timesteps and
also tested them as features. This is done for the same feature combinations as above.
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Figure 4.12.: Confusion matrix where the columns show the true label and the rows represent the predicted
action

Here we evaluate the performance of the classifier on segmented actions in order to verify that GMMs
are capable of representing our problem. To do this, we evaluate the method by Mainprice et al.[22] on
our dataset. The only difference between this approach and our method proposed in section 3.2.2 is that
we eliminate the window size and sum up the likelihoods of all poses of that action. Fig 4.12 shows the
confusion matrix for the classification task. This evaluation was done with cross-validation, where the
classifier is tested with the recordings of one person and trained one the remaining ones. The columns
show the true label, while the rows represent the predicted action. The cells in the diagonal of the matrix
display the amount of correct classified samples. Interestingly, even if Mainprice et al. explicitly tested this
method only for actions that have a clear target, which is not the case for waiting, we can observe a high
accuracy for this action. Furthermore, if we take a look at fig 4.9, we can see that the average time that the
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user stays in this action is quite high and that it also has a high variance. Since there is no real goal that
the user can accomplish in that time and he also has no influence on the progress of that action, there are
a lot of ways to perform this action in a way that can be considered as normal.
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Figure 4.13.: Accuracy for different number of components and absolute features
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Figure 4.14.: Accuracy for different number of components and relative features

Figure 4.13 shows the accuracies for the different feature combinations with absolute positions and
figure 4.14 with relative positions for different number of components. We can see that the usage of relative
or absolute positions does not lead to an improvement in performance. The best result for the relative
lies at 70%, while it is around 10 percentage points higher for the absolute features. Furthermore, as
already mentioned above, we can see that all feature combinations that utilize orientations tend to perform
weaker than the ones with positions only. Another important insight is that, as expected, most classifiers
tend to perform better as the number of GMM components increases. However, this effect is even more
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significant for the relative features. For the absolute features, the performance increases significantly at
around three to five components and then remains quite stable, while for the relative features we can
observe a very weak performance until around ten components. Overall, we obtain the best accuracy of
80% for the feature combination that uses the absolute positions of the pelvis, torso, and right and left
wrist with a GMM that uses 19 components. For the following evaluation, we will use these features and
the number of components. As already expected above, the combinations that only use the right wrist
perform overall weaker than the others.

Since our method proposed in section 3.2.2 only uses the frames within a certain window instead of all
frames in the past, we next want to verify that similar results can be achieved by only using the frames
within the corresponding window. As the example in figure 4.15 shows, we can approximately reach
the reference accuracy of 80% with window sizes of 125 frames with 75% accuracy. Since our dataset
was collected with 30 FPS, a window size of 120 frames corresponds to 4 seconds. We observe that the
prediction is very inaccurate for lower window sizes and increases significantly for higher sizes. It is
important to mention that this evaluation was done on the segmented dataset. For the continuous dataset,
this tendency might only hold until a certain window size. The reason for this is that the continuous dataset
contains multiple different actions in one recording. That means if we choose a window size that is too
large, the predictions around the timesteps where the user transitions from one action to another might be
inaccurate since the poses from the previous action will dominate the window for a longer duration.
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Figure 4.15.: Segmented action recognition for different window sizes: the horizontal line represents the
reference accuracy which was achieved when using complete recordings for the prediction.
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Figure 4.16.: Example: Likelihoods and predictions for one recording with different window sizes and
frequency domain features

In this section we want to compare two methods: First, the method where we used frequency domain
features and for the testing summed up the log-likelihoods of all sequential poses within a window, and
second the method where we used time domain features. Both were tested with relative and absolute
features. In contrast to the evaluation in the previous section, we evaluate these algorithms on the complete
recordings, for continuous action recognition respectively. In the previous section, we already found out
that the window-based approach is very inaccurate for low window sizes, and for increasingly window
sizes performs only a bit weaker than when using all poses of an action. There we already assumed that
this trend only holds until a certain window size since after transitions, poses from the previous action
influence the new action longer if the window size is higher. Figure 4.16 illustrates this on one example with
different window sizes and thus underlines this assumption. We observe that the sequence of predictions
is approximately equal and thus the prediction looks similar for all window sizes. The main difference
between these predictions lies in the timestep, at which an action is first predicted. For higher window
sizes, the algorithm indeed needs more time to predict the correct action after a transition. As the plots
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illustrate, this has a huge impact on accuracy. While in the segmented action recognition, the algorithm
with a window size of 30 performed around 15 percentage points weaker than with a window size of
120, we can observe a reversed effect for the continuous action recognition for this chosen example. As
shown in figure 4.9, one action in our training endures around 10 seconds on average. This means that for
a window size of 120 frames, or 4 seconds respectively, 40% of the poses that belong to this action are
influenced by previous poses. That is why we assume that this effect should be less significant for cases
where the duration of an action is longer than in our case. The average accuracies for the complete dataset
are shown in figure 4.17 and table 4.1. Figure 4.16 also illustrates that the likelihoods are smoother for
larger window sizes. We will discuss this later in section 4.3.3 since this gives the impression that lower
window sizes are more sensitive toward anomalies.
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Figure 4.17.: Comparison of segmented- and continuous action recognition for different window sizes for
frequency domain features

Window size

30 45 60 75 90 105 120
AR type " o W o I o I o I o i o) n o
Segmented 58.33 9.57 59.33 5.69 67.78 6.28 66.67 5.09 679 3.14 69.44 7.31 71.11 249
Continuous 61.85 1.65 61.9 1.69 6192 3.13 6259 3.52 58.58 1.08 60.12 3.63 5831 27

Table 4.1.: Comparison of segmented- and continuous action recognition for different window sizes for
frequency domain features

Next, we want to evaluate the method that utilizes time domain features and compare the results with
the previous method which uses frequency domain features. Figure 4.18 shows the results for the same
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example as figure 4.16. For this example, we can see that with time domain features, the window size is
less important than with frequency domain features. Figure 4.19 and table ?? prove this assumption. It
also shows that in general the time domain features outperform frequency domain features in terms of

accuracy.
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Figure 4.18.: Example: Likelihoods and predictions for one recording with different window sizes and time

domain features

40



100

80 4

60

Accuracy in %

201

EEE Frequency domain
mm Time domain
30 45 60 75 90 105 120

Window size in frames

Figure 4.19.: Comparison of frequency- and time domain features for different window sizes

Window size

30 45 60 75 90 105 120
Features I o I o 7 o I o I o I o I o
Frequency 61.85 1.65 61.9 1.69 6192 3.13 6259 3.52 5858 1.08 60.12 3.63 5831 27
Time 66.64 2.5 67.07 3.01 67.82 202 66.79 349 67.12 473 6693 4.02 67.04 3.69

Table 4.2.: Comparison of frequency- and time domain features for different window sizes

4.3.3. Anomaly Detection in Motion Trajectories

In this section we will evaluate the actual context-independent anomaly detection. For this we first give
some details about the anomalies that appeared during the recordings. We will then analyze for both
methods mentioned in section 3.2.2, if the method is even capable of representing anomalies. That is done
by taking a look at the maximum likelihood and p-values and finding an own suitable anomaly threshold for
each of these recordings. Next, in order to evaluate if these apporaches can be used in the real application,
the analysis will be extended by finding one anomaly threshold for all recordings and analyzing the false
positive and false negative rates for both methods.
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One Threshold for each Recording

When we recorded the training data, we also recorded five trainings where the user showed anomalous
behavior without provoking it. Table 4.3 shows the relevant information about these anomalies. We decided
that anomalies three and four are crucial since they heavily prevent the user from progressing in the
training.

Number Description Action Time in sec. Priority
1 Take gripper station not recognized  Move g. s. 62 - 64 low
2 Insert gripper station not recognized Move g. s. 20-31 low
3 User dropped screwdriver Upper screw 7 -10 high
4 User dropped gripper station Move g. s. 58 -61 high
5 User was distracted by surrounding ~ Wait 44 - 47 low

Table 4.3.: Details about anomalies

The respective figures 4.20, 4.21, 4.22, 4.23 and 4.24 show the highest likelihood over all actions for each
frame, which is normalized for each example for a better overview. The horizontal line was drawn at y = ¢
and is green for each normal frame and red for each anomalous frame. If the likelihood is below that line,
the algorithm detects an anomaly. When evaluating these recordings on their own, we can find a suitable
value for € for all of the anomalies, so that we can separate the normal from the anomalous data. However,
we can observe that there are a lot of minima besides the anomalous frames and that it is impossible to
find an e that does not lead to false alarms at all. After manually reviewing these recordings, we found out
that some of those minima indeed occur for behavior that could also be labeled as low priority anomaly, for
example when the user hesitates. However, when labeling the dataset, we decided that we do not want
to consider this behavior anomalous. Another factor that led to such minima was the error-prone body
tracking. As already mentioned in section 4.3.1, the robot arm was for example detected as part of the
human sometimes.
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Anomaly detection results for anomaly 1: the plot shows the maximum likelihood over all
actions for every window. In this case, the window number equals the frame number since
the prediction is done for every frame. The likelihoods were normalized. The green and
red horizontal line displays the anomaly threshold at y = ¢ and is green if the true label
for that frame is normal and red for anomalies. The algorithm detects an anomaly for the
corresponding window if the likelihood is below that line.
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Figure 4.21.: Anomaly detection results for anomaly 2: the plot shows the maximum likelihood over all
actions for every window. In this case, the window number equals the frame number since
the prediction is done for every frame. The likelihoods were normalized. The green and
red horizontal line displays the anomaly threshold at y = ¢ and is green if the true label
for that frame is normal and red for anomalies. The algorithm detects an anomaly for the
corresponding window if the likelihood is below that line.
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Anomaly detection results for anomaly 3: the plot shows the maximum likelihood over all
actions for every window. In this case, the window number equals the frame number since
the prediction is done for every frame. The likelihoods were normalized. The green and
red horizontal line displays the anomaly threshold at y = ¢ and is green if the true label
for that frame is normal and red for anomalies. The algorithm detects an anomaly for the
corresponding window if the likelihood is below that line.
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Anomaly detection results for anomaly 4: the plot shows the maximum likelihood over all
actions for every window. In this case, the window number equals the frame number since
the prediction is done for every frame. The likelihoods were normalized. The green and
red horizontal line displays the anomaly threshold at y = ¢ and is green if the true label
for that frame is normal and red for anomalies. The algorithm detects an anomaly for the
corresponding window if the likelihood is below that line.
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Figure 4.24.: Anomaly detection results for anomaly 5: the plot shows the maximum likelihood over all
actions for every window. In this case, the window number equals the frame number since
the prediction is done for every frame. The likelihoods were normalized. The green and
red horizontal line displays the anomaly threshold at y = ¢ and is green if the true label
for that frame is normal and red for anomalies. The algorithm detects an anomaly for the
corresponding window if the likelihood is below that line.)

One Threshold for all Recordings

For the evaluation of the methods in the real scenario, we want to know how well the algorithms perform
if we have to choose one value for ¢ for the whole dataset. Then we want to compare the false positive rate
(also called false alarm rate) and false positive rate of the different algorithms. The false positive rate is
calculated by dividing the number of samples that are labeled as normal and classified as anomalous by the
amount of all samples that are labeled as normal. The false negative rate on the other hand is given by the
division of the number of samples that are labeled as anomalous and classified as normal by the amount of
all samples that are labeled as an anomaly. The rates for the likelihood method are shown in figure 4.25
with a window size of 30 and figure 4.26 with a window size of 120. In that case, we used the frequency
domain features again as they returned more meaningful results and thus serve as a better baseline than
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time domain features. As we can see, the false alarm rate stays very high until € reaches 0.98 and then
drops significantly. The rate where the false positive- and the false negative rate intersect lies at 0.18.
Interestingly, this holds for both tested window sizes. However, for window size 120 the false negative rate
drops faster than for window size 30. As shown in the plot, there is a tradeoff between the false positive-
and the false negative rate. Choosing an ¢ with a high false positive rate leads to a less efficient robot
movement since the robot moves with a decreased velocity due to the high amount of detected anomalies.
For higher false negative rates, on the other hand, the algorithms are more likely to miss anomalous human
behavior, which makes the application more dangerous. In cases with higher safety requirements for the
human-robot interaction, we would choose a higher ¢ and accept a higher false alarm rate to keep the false
negative rate as low as possible.
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Figure 4.25.: False negative- and false positive rate over all recordings for the likelihood method
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Figure 4.26.: False negative- and false positive rate over all recordings for the likelihood method

The results for the CAD method are shown in figure 4.27. We can observe that the intersection between
the false negative and the false positive rate lies at ¢ = 0.01 which is way earlier than for the likelihood
method. However, the rate at which they in intersect lies at 0.65 and thus is much higher compared to the
baseline method. We can also observe that the false positive rate immediately increases to approximately
1, while still detecting false negatives. For the real application, the plot shows that the robot would either
work with a decreased velocity for most of the time for ¢ > 0.01, even if there are no actual anomalies,
or otherwise not detect any anomalies. So we can say, that the CAD approach with the NCM proposed in
section 3.2.2 is not suitable for this dataset and application. It is also important to mention that, as opposed
to the likelihood method, we work with single poses instead of windows of poses here. This means that
single noisy data points (see section 4.3.1) have a much higher impact here than on the baseline method
because we do not care about the surrounding data points.
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Figure 4.27.: False negative- and false positive rate over all recordings for CAD
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5. Discussion and Outlook

In this chapter, we want to evaluate our approach, especially, concerning the following research questions:

1. Is our approach suitable to detect anomalies in human behavior?

2. Is the robot able to perform its task as quickly as before, given that there is no actual anomaly?

Furthermore, we give ideas for further work as well as a conclusion about this thesis and the results.

5.1. Framework Performance Discussion

Our action recognition could not achieve similar accuracies as was given in the reference papers (86.92% for
time domain features [36], 92% for frequency domain features [22]). For the frequency domain features,
we achieved 80% accuracy when using all poses of one action of a segmented recording which is 12%
percentage points lower than in the reference paper. When extending this method to a window-based
approach for continuous action recognition, the accuracy decreased even more to 62.59% for the best
window size. With a maximum of 67.72%, the time domain features performed better than the frequency
domain features but was still around 19 percentage points weaker than in the reference paper. The reason
for this might be the noisy dataset (see section 4.3.1) or a higher complexity of the problem compared to
the datasets in the reference papers since there are many ways to correctly complete an action.

For anomaly detection, we could observe that the method which uses the maximum achieved likelihood
over all actions as an indication for anomalies already achieved good results. That means we can select an
anomaly threshold parameter ¢, such that we achieve a tradeoff between the false positive- and the false
negative rate which can be tested in a real application. The CAD method, on the other hand, could not hold
up to this. The reason for this is that our selected nonconformity measure is not capable of representing
the different actions such that the NCM is different for all actions. That means the robot will either always
act with a decreased velocity due to detected anomalies or not detect any anomalies.

5.2. Limitations

One problem with this approach is that anomaly detection algorithms assume that anomalies appear much
less frequently than normal data. However, there are way more and significantly diverse opportunities
to perform an action than the training data can cover. For example, when loosening the screw, it can be
approached from many different directions. The action itself should then still be considered normal, but
our algorithm will detect this as an anomaly since it has not seen this trajectory before. This means that
with our approach, as opposed to the assumption of anomaly detection algorithms, there are many more
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ways to cause an anomaly than to perform a normal action. One solution that might decrease this impact
might be to include more guidance during the training so that the user is more likely to perform not only a
certain action but to perform it also in an expected way. Depending on the context where the training is
used, online learning could also be included to train the algorithm while it is used. In this case, all normal
data will be added to the training data. This requires that a second person observes the training and is
notified when the algorithm detects an anomaly. The observer can then confirm the anomaly or not. In
case he does not confirm it, the algorithm can add that trajectory to the training set.

In general one of the biggest limitations, we had to deal with was the amount of training data. Other
methods like neural networks are known to work well for human action recognition and thus could also be
used for this task. However, since they usually also require a lot of training data, it would exceed the scope
of this thesis to record such a huge amount of training data. For future work, it might still be interesting to
use a neural network for anomaly detection in human motion trajectories.

5.3. Outlook

The CAD algorithm did not achieve good results for our case. For future work, one could evaluate if there
are more suitable NCMs that lead to a better performance of the CAD algorithm. For example, as mentioned
in section 2.4.3, Falkmar et al. introduced the sequential Hausdorff nearest neighbor conformal anomaly
detector[18] and the sliding window local outlier conformal anomaly detector [17], which are designed
for incomplete trajectories. However, we did not evaluate this approach in our work for several reasons.
For example, the algorithms were evaluated for trajectories in a 3D space and the used NCMs are more
complex than the ones we tested for our approach. We first wanted to evaluate, whether an algorithm with
such a high complexity is needed for our case. Furthermore, there are a lot of factors that need to be taken
into consideration when applying the algorithms of those papers to our problem, which would exceed the
scope of this thesis.

Our approach aims to detect anomalies in human motion after they happened. However, another interesting
question would be if anomalies can be predicted beforehand. To do this, one might predict the future
human motion trajectory based on the current trajectory information and then apply anomaly detection
algorithms to the predicted trajectory. For the prediction, one could for instance use the next step of Jim
Mainprice et al.[22], where they predict the human motion by performing gaussian mixture regression.

In this work, we tested the algorithm in a scenario where the robot can avoid collisions by generating a
collision plane and staying behind this plane. However, the robot could work much more efficiently if it
moved farther through the human workspace. This requires a replanning algorithm for avoiding collisions.
It would be interesting to combine this approach with the trajectories generated by replanning algorithms
so that in case of anomalies the robot slows down while executing the replanned trajectory. Since this can
decrease the waiting times, it would be interesting to perform a user study to see how the robot moving
farther through the human workspace influences the well-being of the user and the overall experience with
the simulation.
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5.4. Conclusion

In this work, we developed a method for anomaly detection in human motion trajectories to allow for
safer human-robot collaboration by slowing down the robot in case of anomalies. We noticed that there
are two types of anomalies: Anomalies on the action level, where the user performs a valid action at the
wrong time, and anomalies within the action, where the behavior of the user can not be identified with
sufficient certainty. To solve this problem, we created a method based on continuous action recognition and
conformal anomaly detection. Our proposed framework first recognizes the current action to detect action
level anomalies and then also checks if anomalies occur within that action. We tested this method with a
VR training where the user has to maintain a gripper station and a sawyer cobot provides haptic feedback
for certain tasks. We collected the data ourselves using an Azure Kinect and ended up with five successful
recordings of five different persons, as well as six recordings where anomalies occurred. Our best approach
for continuous action recognition that uses GMMs and time domain features should be improved before
testing it in the real application. The anomaly detection which is based on the returned likelihoods returns
good results so that this part could be evaluated on the real robot.
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A. Some Appendix

Use letters instead of numbers for the chapters.
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